This review sought to assess compliance concerns, determine risk management strategies, and identify opportunities for future research to contribute to employers' understanding of the laws and regulations that apply to on-site care. A comprehensive review of databases, professional organizations' websites, and journals resulted in 22 publications reporting on the consequences of noncompliance among on-site health centers accepted for inclusion. None of those studies reported a study design or quantifiable outcome data. Two noncompliance themes were repeated among the publications.
AAOHN JOURNAL· VOL. 59. NO. 11. 2011 return on investment by reducing employees' need to seek treatment at hospitals and providers' offices, decreasing the time employees are away from work, and promoting preventive care and wellness initiatives. Furthermore, many employees express a preference for the convenience and quality of care they receive from worksite health centers.
To benefit from an on-site health center, employers must first commit to its creation and management. The three models of on-site health center management include (1) contracting with a third-party vendor, (2) partnering with an existing health care provider, and (3) direct employment (Tu et al., 2010; Wells, 2006) . The first two options reduce' the administrative and liability burden on employers, commonly preferred because health care management is often outside most employers' expertise. Employers who choose the third option hire professional and clerical staff, thereby assuming greater responsibility for the management of the health center.
Regardless of the management method chosen, employers have ultimate responsibility for ensuring that health centers comply with state and federal regulations. Like other health care facilities, on-site health centers must abide by laws that protect patient privacy and the transmission of health-related information, such as the Health Insurance Portability and Accountability Act (HIPAA) (Bakich & Pestaina, 2003; Darnrongsak & Brown, 2008; D' Arruda, 2000; Delaney, 2002; Goldman & Lewis, 2005 Gonzalez, 2006; Hewitt Associates, 2008; Hoops, 2009; Litchfield, 2009; Lucas & Adams, 2004; McErland, 2009; McHugh, 2003; Mitchell, 2002; Strasser, 2004; Tu et al., 2010) . In addition, states may prohibit employers from hiring physicians or influencing treatment decisions, laws that stem from the American Medical Association's (AMA) Corporate Practice of Medicine (CPOM) Doctrine (Schaff & Prives, 20 I0) . Finally, employers must be aware of other laws and regulations that apply to on-site health centers, including those governing workers' compensation and referrals (Baker, 2000; Geisel, 2008; LaDou, 2005; McErland, 2009; Schaff & Prives, 2010) . This study had two objectives. The first was to systematically catalog publications that describe laws and regulations pertaining to on-site clinic management, including privacy, staffing models, and CPOM, relevant to employers and health care providers (e.g., physicians, nurses, and other clinic personnel). The second was to describe the consequences for noncompliance from a risk management perspective. Evaluating implications of compliance contributes to employers' understanding of these issues and guides risk management strategies. In addition, this analysis accentuates gaps in evidence and opportunities for further research.
METHODS

SearchStrategyand Selection Criteria
To evaluate compliance and risk management strategies of on-site health centers, a comprehensive review of publications identified from reference databases, as well as websites and journals of professional organizations, both health services and business, was conducted. In addition to the conventional reference databases, such as PubMed, alternative sources were included to reflect the literature viewed by employers. Specifically, the intent was to capture any information on the consequences of on-site health centers' noncompliance. For all sources, the search strategy was restricted to English-language articles published between 2000 and 2011.
The reference databases included PubMed, CINAHL, and ABIIInform. Separate searches were conducted for each database, combining worksite, health center, and compliance terms. In addition to the reference databases, publications were identified from a search of the Internet and 39 organizations' websites and journals' tables of contents.
After results from each search were pooled and duplicate articles excluded, publications were evaluated based on inclusion and exclusion criteria. To be included in the review, a publication had to describe at least one compliance topic specific to on-site health centers located in the United States. Publications pertaining to either wellness initiatives not associated with an on-site health center or facilities associated with hospitals or private practices were excluded. Finally, all publication types were included to represent the literature read by employers.
Data Collection and Interpretation
A health services researcher abstracted basic data from the accepted articles into a predefined review spreadsheet. This evidence table contained fields for publication features and categorization of compliance topics; the abstracted data were then synthesized and interpreted. Compliance topics included privacy violations, CPOM, and miscellaneous laws and regulations. Consequences of noncompliance were assessed, with the intention of identifying strategies for risk management. Additionally, articles were classified according to key publication characteristics, such as publication source, year of publication, and study design.
RESULTS
LiteratureReview
The reference database search strategy initially identified 2,615 publications ( Fig. 1 ). Following an exclusion of 1,918 duplicates and off-target citations, the titles and abstracts of the remaining 697 publications were reviewed, resulting in an additional 662 publications being excluded. Further evaluation of the remaining 35 publications through a full-text review resulted in 18 publications being rejected and the other 17 being accepted. Reasons for exclusion at all review phases included no reporting of compliance topics, lack of on-site health center specificity, or non-U.S. publication.
Additionally, through a search of the Internet and 39 organizations' websites and journals, 5 additional publications were accepted for inclusion. In total, 22 publications met the explicit inclusion and exclusion criteria and were considered for the analysis.
CHARACTERISTICS OF PUBLICATIONS Publication Features
The characteristics of the 22 articles are presented in the Table. Between 2000 and 2010, similar numbers of relevant articles were published each year. (The literature search was conducted in early January 2011. Therefore, publications from 2011 would have been included, but none were identified.) None of the publications reported a study design or quantifiable outcome data. Instead, the publication types included journal editorials or reviews (12), magazine or newspaper articles (7), continuing medical education (CME) materials (2), and a technical report (1).
Compliance Topics
Of the compliance topics discussed in the publications, privacy was by far the most frequently cited (Fig. 2 
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Miscellaneous laws and regula-10 tions Note. "Because a single publication could reference multiple compliance topics, the sum is greater than the total number of included articles.
CONSEQUENCES FOR NONCOMPLIANCE
Violations of Privacy
Sixteen publications reported the consequences of violating employees' right to health care privacy by either an employer or a health care provider (i.e., physicians, nurses, and other health center personnel) (Bakich & Pestaina, 2003; Damrongsak & Brown, 2008; D' Arruda, 2000; Delaney, 2002; Goldman et al., 2005 Goldman et al., , 2009 Gonzalez, 2006; Hewitt Associates, 2008; Hoops, 2009; Litchfield, 2009; Lucas et al., 2004; McEriand, 2009; McHugh, 2003; Mitchell, 2002; Strasser, 2004; Tu et aI., 2010) . Privacy refers to an individual's "right to be left alone and free from intrusion, including the right to make independent decisions based on personal beliefs, feelings or attitudes; the right to control bodily integrity; and the right to decide when and how sensitive information is shared" (Heikkinen, Launis, Wainwright, & Leino-Kilpi, 2006, p. 522) . A similar concept, confidentiality, pertains specifically to protection of information about an individual and is a subcomponent of privacy. Privacy in health care was a part of health care providers' codes of ethics long before formal laws were enacted to enforce the concept; privacy is even referenced in the Hippocratic oath (Lucas et aI., 2004; Mitchell, 2(02) . Several ethical arguments for privacy and confidentiality in health care exist (Mitchell, 2(02) . First, clients assume confidentiality when they disclose to their providers any information that influences care. Second, to maintain clients' autonomy, they must consent to the release of their health care information to a third party. Third, providers have implicit or explicit responsibilities to ensure their clients' consent to release health care information.
The right to privacy and confidentiality is supported by all major health professions' associations, as well as state and federal law (Mitchell, 2002) . Provisions for unauthorized disclosure to ensure the health and safety of others are included in these laws (D' Arruda, 2000; McHugh, 2003; Mitchell, 2(02) . In addition, the regulation of many employee benefit plans, such as pensions, is governed by the Employee Retirement Income Security Act (ERISA) (Wells, 2006) . After HIPAA was enacted, ERISA was amended to incorporate these protections into employer-sponsored health plans. (ERISA also limits malpractice liability for employer-sponsored health plans. Specifically, state law is preempted and employees cannot seek compensatory or punitive damages, only the benefits denied [Wells, 2006] ).
Similar to providers in offices and hospitals, occupational health professionals and employers have a responsibility to maintain the privacy of employees seeking care at an on-site health center (Bakich & Pestaina, 2003; Darnrongsak & Brown, 2008; D' Arruda, 2000; Delaney, 2002; Goldman et al., 2005 Goldman et al., , 2009 Gonzalez, 2006; Hewitt Associates, 2008; Hoops, 2009; Lucas et al., 2004; Litchfield, 2009; McErland, 2009; McHugh, 2003; Mitchell, 2002; Strasser, 2004; Tu et al., 2010) . Protecting health-related information means:
• Employees must authorize the release of their health care records (Lucas et al., 2004) .
• Use or disclosure of information must be the "minimum necessary" to complete the task (Lucas et al., 2004) .
• Safeguards must be in place to protect health care data (Bakich & Pestaina, 2003; Damrongsak & Brown, 2008; Lucas et aI., 2004; Strasser, 2004) .
• Employees may access their personal health records (Lucas et aI., 2004; Strasser, 2004) .
Direct consequences for noncompliance with privacy laws include fines and, potentially, criminal charges. Violations of HIPAA's Privacy Rule are assessed by the U.S. Department of Health and Human Services and can result in fines of $100 per incident, up to $25,000 per year, per standard (Lucas et aI., 2004) . If disclosure of the protected health information was intentional, the Department of Justice will evaluate if criminal penalties are warranted. For knowingly and intentionally obtaining or disclosing protected health information, charges can total up to $50,000 and 1 year in prison. If protected health information was obtained under false pretenses, charges can be up to $100,000 and 5 years in prison. Finally, if protected health information was collected with the intent to sell, transfer, or use it for advantage, gain, or harm, charges can be up to $250,000 and 10 years in prison (Lucas et al., 2004) .
Staffing Models
In addition to civil and criminal penalties, violation of employees' privacy may also result in indirect costs. First, for an on-site health center to offer a return on investment, employees must choose to seek treatment there rather than at an off-site provider's office or a hospital (Tu et aI., 20 I0; Wells, 2006) . Persuading employees to trust providers at the on-site health center can be a significant obstacle for these facilities (Gonzalez, 2006; Hoops, 2009; McErland, 2009 ). If privacy protection is a concern, employees may not disclose critical health information or may avoid the health center entirely. Similarly, reputable health care providers who are ethically bound to protect their clients' privacy may choose not to work for an employer who violates this principle. Finally, lack of adequate health care data security could lead to damaged or falsified data, which in tum could jeopardize client care (Damrongsak & Brown, 2008; Strasser, 2005) .
Corporate Practice of Medicine
Five publications included issues related to the CPOM (Hoops, 2009; LaDou, 2005 2010; Tu et al., 2010; Wells, 2006) . To reduce potential conflicts of interest, the AMA advocated for the CPOM Doctrine to encourage the limiting of the practice of medicine to licensed physicians (Schaff & Prives, 2010) . Subsequent state legislation restricts non-licensed or other licensed persons or entities from directly employing or splitting fees with licensed physicians in many states. The rationale for CPOM laws is that physicians' judgment may be influenced by a business' motivation to reduce costs and maximize profits. Although CPOM laws vary by state, commonly they require physicians to be independent contractors or employed by a physician-owned business. The overarching theme of all CPOM laws is that physicians must have explicit unbiased control over health care decisions.
Penalties for CPOM violations range from employee mistrust to imprisonment (Hoops, 2009; Schaff & Prives, 2010) . Legal consequences are state-specific, but generally include fines, civil actions, loss of licensure, and, potentially, criminal charges. In Pennsylvania, for example, the first violation has a maximum fine of $2,000 and/or 6 months in prison; subsequent violations have a fine between $5,000 and $20,000 and/or up to I year in prison (Schaff & Prives, 2010) . Physicians found in violation of CPOM are at risk for loss of their licenses and repayment for all billed services.
Additionally, employers who violate the CPOM Doctrine perpetuate a negative stereotype of worksite health care (Hoops, 2009; LaDou, 2(05) . That is, in the early 1900s, it was common for company-employed physicians to treat job-related injuries. In response to criticism that these physicians prioritized the company's needs ahead of workers' needs, worksite health care services began to be replaced by traditional health insurance-sponsored care in the 1940s. The sentiment that worksite physicians might not provide the highest level of care because they are under the influence of the employer persists today and is reinforced by companies that violate CPOM legislation. Maintaining physicians' autonomy in treatment decisions at on-site health centers is essential for building employee trust, attracting reputable providers, and ensuring the highest quality of care (Hoops, 2(09) . Without these factors, the success of anyon-site health center is jeopardized.
Inadequate Health Care RecordDocumentation
The importance of maintaining accurate and comprehensive health care records was covered by two publications (Baker, 2000; Thompson, 2010) . The maintenance and retention of health care records is governed by various state laws and professional organizations' best practices guidelines (Thompson, 2010) . Recordkeeping in health care is fundamental to facilitating future care and substantiating past treatment decisions. With sufficient documentation, health care providers and employers are prepared to defend themselves against civil litigation or criminal charges (Baker, 2000; Thompson, 2010) . Additionally, quality recordkeeping promotes a higher standard of care and improves health outcomes.
Health SavingsAccounts
Two publications outlined the implications of onsite health center operations and HSAs (Geisel, 2008; Tu et al., 2010) . To comply with Internal Revenue Service regulations, employers who offer HSAs and an on-site health center must ensure that "significant" health-related benefits are not provided by the health center (Geisel, 2(08) . Common care services, such as annual examinations, screenings, and immunizations, do not constitute "significant." More extensive services, at little or no cost to the employee, however, would violate federal HSA regulations and result in loss of HSA tax-exempt status (Geisel, 2008; Tu et al., 2010) .
Workers' Compensation
Conflicts of interest by occupational health care providers evaluating an employee's injury and eligibility for workers' compensation were discussed by one publication (LaDou, 2(05). Although it is a joint private and public system, workers' compensation may be susceptible to the influence of employers and insurance companies that are motivated to reduce claim costs. Worksite health care providers, therefore, could have incentives to underreport injuries and illnesses. Workers' compensation disputes may result in civil lawsuits and evaluation by independent examiners. Moreover, underreporting fosters employee mistrust and potential adverse health effects.
Referrals
One publication briefly described the importance of unbiased referrals (McErland, 2(09) . That is, health care providers at the on-site health center should not receive any compensation for referrals to auxiliary or complementary services. Instead, referrals should be based on the continuum of care or on recommendations of benefit sources.
StaffingModels
Regulation of staffing models was covered by two publications (Tu et al., 2010; Wells, 2(06) . Specifically, various state laws dictate the oversight requirements and responsibilities of non-physician providers, such as physician assistants and nurse practitioners. Therefore, the staffing model of on-site health centers depends on the range of services provided and location. Inappropriate staffing arrangements increase employer liability, including the potential for malpractice lawsuits.
Failureto Disclose Health Care Records
Three publications discussed the need to disclose health care records, as mandated in state and federal laws (D' Arruda, 2000; McHigh, 2003; Mitchell, 2002) . Under two circumstances, health care providers are required to release clients' health care records. First, clients and their designated representatives have the right to view their own health care records in a reasonable place, time, and manner (D' Arruda, 2(00). Second, to protect the health and well-being of others, in certain circumstances, health care records should be disclosed to appropriate agencies (D' Arruda, 2000; McHugh, 2(03) . For example, certain . government representatives may access employee health care records to determine toxic or other harmful exposures (D' Arruda, 2(00).
LIMITATIONS
This literature review has limitations. First, the applicability of specific conclusions is hindered by variability in the publication dates, state laws, and on-site health center management practices. In particular, much of the legislation pertaining to on-site health centers is state-specific. This means that a practice considered legal in one location could be penalized in another, or consequences for violation could be substantially greater for health centers located in particular regions. Similarly, because management and staffing models of on-site health centers differ, few laws and consequences can be universally applied to every facility. Moreover, on-site health centers are an emerging trend, so precedents have not been established for many of the laws and regulations that govern them.
Second, all studies identified in the literature search were anecdotal and lacked quantifiable outcome data. That is, no quality studies or systematic reviews were included; instead, all publications were classified as Employee Relations Law Journal. 28. 47 . Damrongsak, M., & Brown, K. C. (2008 ) . Data security in occupational health . MOHN Journal. 56. 417-421. 0 ' Arruda, K. (2000 ) . Legal issue s: Confidentiality and disclosure of medical records under the Occupational Safety and Health Act. Journal. 48. 458-460. Delaney, E. K. (2002) . Employer alert: HIPM regs are for real. Retrieved from www.modemmedicine.comlmodemmedicinelarticle/ Despite the shortcomings of existing literature, sufficient evidence was found to indicate that employers can face significant consequences for noncompliance with on-site health center laws and regulations. More definitive evidence is needed, however, to catalog specific on-site health center compliance with regulations and risk management strategies. Therefore, rather than offering recommendations for specific risk management strategies, the underlying themes identified by this review can be used to guide significant initiatives and future investigations. Opportunities for methodologically sound research include systematic reviews, surveys, economic analyses, and publication plans. Provision of validated evidence could assist employers to make informed decisions, improving compliance with all applicable legislation .
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continuing medical education materials, journal editorials. magazine or newspaper articles. or technical reports. Without scientifically rigorous publications. the findings may not be valid. Likewise, this review may be influenced by reporting biases because noncompliance is unlikely to be self-reported in the literature and only violations that are exposed receive coverage.
Finally. limited description of consequences for noncompliance restricts the conclusions of this review. Even among the publications that reported penalties for noncompliance, little detail was provided about the exact costs. financial or otherwise. Few publications provided examples of violations committed by employers or occupational health care providers and the ensuing outcome . Without explicit definitions, it is not possible to comprehensively catalog the consequences or compare findings across publications.
DISCUSSION
To the best of the authors' knowledge, this is the first literature review on the topic of on-site health center compliance and risk management. Nonetheless, based on the results, the need to ensure compliance is a salient issue for employers and occupational health professionals. As on-site health centers become more prevalent in efforts to reduce health care costs and improve the quality of care, a heightened understanding of the legal implications of managing or hosting an on-site health center is needed (Hewitt Associates, 2008; Tu et al., 2010; Wells, 2(06) .
Numerous publications address this need by describing regulations related to on-site health centers and consequences for violating these laws (Table) . For this review, penalties for noncompliance were classified into eight categories, ranging from CPOM to inappropriate referrals . The importance of ensuring client privacy was the predominant topic, followed by the avoidance of CPOM. Across compliance issues. however, the violations had similar consequences. First, direct costs such as fines, civil actions, and even criminal charges that include imprisonment can be incurred. Less obvious indirect costs stemmed from noncompliance, such as employee mistrust and less-than-optimal health outcomes. Because the business model of on-site health centers assumes employee participation and quality health care, these indirect consequences would adversely affect the success of these facilities.
Despite the similarities among noncompliance consequences found across publications. the findings of this review may not be comprehensive or applicable to every on-site health center. In particular, substantial variation was observed in state laws, publication dates, and health center management structures. Although established federal laws are consistent, many of the other consequences for noncompliance are specific to each health center. Because reporting of penalty descriptions was limited among the publications in this review, a detailed comparison of consequences was not possible . Additionally, the results of this review are restricted by a lack of systematic or scientifically rigorous studies and a potential for underreporting noncompliance violations. 1 2 3 Managing the Risks of On-site Health Centers Gorman, K. M., & Miller, R. M. AAOHN }ournaI2011,. 59(1l), 483-490. To assess the risks faced by employers who host or manage on-site health centers, a comprehensive literature review was conducted. Following an evaluation of reference databases and professional organizations' publications, it was possible to identify categories of compliance topics cited in the literature .
Across these issues, consequences for noncompliance involved both direct and indirect costs for employers. These consequences elucidate the need for employers to understand the laws and regulations pertaining to on-site health centers and develop appropriate risk management strategies .
These results also accentuate opportunities for future research that will support informed decisions among employers and health care professionals.
